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AMESSAGE FROM MRS HAYES -SMLTH

Today was Blake's first day as a member of Lakeside Primary Academy. Blake is a therapy dog and will be joining us

5

every week to work with pupils throughout school as part of the ‘Pets As Therapy Scheme”.

yTA It

Lots of children will have received new devices for Christmas and it so important that they are protected. In school we

continually look at what being safe online means. Please look at what steps you can take to protect your child.

APPLE GUTDED ACCESS / ANDROTD SCREEN

PINNING Does your child use your phone at

LEGO BUTLD AND TALK

times? Both Apple and Android give you the LEGO® have created Build and Talk to help you chat to your child

ability to restrict what can be accessed when about digital safety and wellbeing. Firstly, you pick an activity to do

L . . and then you read a story, which includes questions and
they are using it, so you can restrict your device

. ) conversation prompts, whilst they build with their LEGO®. This is a
to the one app that your child would like to use

. great way to start talking about online safety with your child!
(so all other features are disabled). Use the S _ )
https:/ /www.lego.com/en-gb/sustainability/children/buildandtalk/

following links to find out how to set it up: . . . . . .
9 P Whilst you're there, view their guides on key topics related to online

safety https://www.lego.com/en-gb/sustainability/children/digital-
child-safety/ or play Doom the Gloom with your child, which will

support them in using the internet safely:

Apple:
https://support.apple.com/engb/HT202612

Android:https://support.google.com/android/a
nswer/9455138?hl=en-GB

https:/ /www.lego.com/en-gb/campaigns/kids/doom-thegloom

Lakeside is a nut-free school
Please can we remind you that there are several children in our school with serious nut allergies. Therefore, we kindly ask that you are
extra vigilant when sending in food from home.
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need to hold

Mrs Wade

At y s bout they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

about online safety with their R

Smart devices promise to make our lives easier. In many cases - they do, however these new technologies present
risks too. Whether you're using a digital assistant to record your shopping list or you're controlling your lights
b

through a smart system, many smart functions can be ‘hacked’ and ¢

Ned

ide your home. This

guide will help you identify some of the ways you can stay alert and protect yourself.

The success of any
smart device relies on
it communicating with
other devices using
the Internet. It's an
unavoidable part of
using smart devices,
but it does expose you

Thisis the term given to all the devices connected to the
Internetin your home. It includes a new digital doorbell
connected to your smartphone, your kettle that bails
when you tell it to on your tablet or your heating that
comes on when you swipe on your smart watch, The
Internet of Things (IoT) is designed to makelife easier, but
italso opens up your home network to potential cyber-
attacks. It doesn’t mean you can't enjoy the benefits, but it
does mean being aware of the potential negatives.

Whenever data Is sent over the Internet, it ks
‘encrypted’ s makes it harder to read if it’s
Intercepted. You should look to use a strong
encryption setting, such as WPA2, rather than
WPA or WEP. You can check your router manual
on how to do this.

to numerous risks.
Attackers could use the
Internet connection
tosteal your data for

entify fraud or to

ke unauthorised
purchases through
your devices. There is
even potential for more
sinister exploitation,
such as child grooming
or cyber-bullying.

Manufacturers constantly update and
improve software used in smart devices.
Some will automatically alert you to an update, but
notall do. To be on the safeside, it's a good idea to set
reminders in your calendar. Check the manufacturer’s
website for any updates and run them if necessary.

1f your router has a feature that allows you to set up a separate network for guests, you
should use it. That way, when guests use your Wi-Fi, they won't have access to your devices.

1fyou ever feel something is wrong or
your network is being exploited, visit
the manufacturer's website or ring
their technical support department. It's
better to be safe than sorry.

You could also purchase a dedicated ‘firewall’ device. This is something that plugs
into your network and stops cyber threats reaching your router. Some routers do
have a firewall element included, but they are no replacement for the real thing. A
firewall device thoroughly analyses information coming in and out of your network
and helps stop malicious attacks. A security device is strongly recommended to
anyone who works from home or deals with sensitive information.

Meet our experf,

Emma was a secondary school Computer
Science teacher for more than decade.
Since leaving education, she has been
working in a cyber security firm delivering
cyber awareness training to businesses
and carrying out network testing. She is
amother of a five-year-old and has vast
experience of controlling and managing
how children access online services and
use apps.

www.nationalonlinesafety.com

Your Internet router is the virtual gateway to
your home network. It needs protecting. To do
this, you should change the default name (the
$SID} and password. You can usually find steps.
to do this in the instruction manual. Don‘t use
your family name. Choose something more
obscure. Make the password complicated

too, using upper and lower-case letters,
numbers and

symbols. Do this

for your router

andany other

smart devices

connected to the

Internet.

©;

National
Online
Safety’

Though it's a fun idea, you probably
don't need to control your kettle from
outside the house. In fact, there are
e
included on smart devices. Where
possible, you should look to disable
these. Doing o reduces the ability for
people to hack your devices. When
someona sees you've actively taken
steps to increase security, they're less
inclined to try to compromise them.

1t's agood ideato
change the activation
words on your smart
devices so they are
unique to you and your
family. This makes it
‘that much harder for
people tobreakinto

1f you do use apps on your smartphone to control
devices in your home, make sure your smartphone
is secure. At the very least makes sure the pin
function is enabled, as well as any blomatric
authentication you have. Where possible, it's also
agood idea to download some anti-virus software
for your smartphone too.

Twitter - @natonlinesafety

Users of this guide do so at their own discretion. No liability Is entered into. Currentas of the date of rel

Every now and then you should check through all of your
smart devices (induding games consoles connected to
the Internet). Turn them off at the mains and disconnect
them from the Intemnet. In fact, it's good practice to
disconnect any devices thataren't in use. It’s a small
thing but really does help. Even when you think a device
might be in sleep mode, if it's connacted to the Internet
it could still be listening or streaming data.

SOURCES: Wtpx //www ncsc gov.uk. MIpY,/ www geliateoniine.org

Facebook - /NationalOnlineSafety
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* Holly and Sophia.

HELP LTNES

NSPCC
0808 800 5000
(24hrs)

National Domestic
Abuse Helpline
0808 2000 247
(24hrs free)
Mind v
eR AL Victim Support
0300 123 3313§~l 04.0 0808 168 9l

(Mon-Fri 9-6) A

ChildLine
0800 111l

1 ' \A
Cruse Bereavemen ; ) (24hrs)

0800 808 1617 o A
(Mon-Fri 9-5) \

Respect - Mens Advice Line
0808 801 0327
(Mon-Fri9-50r8pm)

Action on Elder Abuse
0808 808 81! / fJ
(Mon-Fri 9-5)

Somaritans - Naional Centre for Domestic

”6 '33 Violence
(24nrsfree) 0207 186 8270

If there are concerns please let us know

DATES FOR YOUR DIARY -

Friday 18 February
Monday 28" February
Friday 1" March
Friday 18" March
Friday 8™ April
Monday 25" April

School closes

School opens

Training Day (School closed)
Comic Relief Day

School closes

School opens

Lakeside is a nut-free school

Please can we remind you that there are several children in our school with serious nut allergies. Therefore, we kindly ask that you are

extra vigilant when sending in food from home.
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